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INTRODUCTION

Good morningeveryone.

Thank you (b) (6) for that gracious mtroduction

certainlyfar warmer than the brisk temperatavautside!

[am verypleased to be here in Montreal n the company of such

outstanding thinkers and innovators from around the world, and

CBP FOIA 005526

Page 205 of 1652



24 C2 CIBM Remarks - OPA Final.docx <extracted> for Printed Item: 1020 ( Attachment 24 of 53)

I’m delighted to sharsome of my perspectives @sputy

Commissioner of U.S. Customs and Border Protection.

OVERVIEW

CBP has long been committed to improving our processes
across the board in every environmeiatr, land, and sea for
both travelers and cargbhese travel and trade stakeholders

our “customers’, if you will — demandit.

At the same time, the pace dbkalization— the movement of
people, goods, services, and money across borders

relentless.
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At CBP, we are constantly adapting to a dynamic border
environment and an increasingly complex, evolving threat

stream.

CBP has adual mission

» Prevent the entry of criminals, terrorists, and weapons of
terror; and

» Facilitate lawful travel and trade

This dual missin is tremendously challengingespecially in a

budget-consciousness where resources and funding have been

flat.

So we asked ourselvé®low would abusinessise to this

challenge?
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The answer is simple: change the waydweebusines.s

The stakes have never been higher.

Whether its apublic health crisis — such as Ebola or the
threat posed byo-called“foreign fighters” who seek to bring
their ethos of terror back to their home countries, CBP and its

foreign customs counterparts are on the front Iingefanding

borders while facilitating lawful travel and trade

We are using more ofa risk-based strategy in our border
security operations, and that involves the use oftechnology,
sophisticated surveillance, and using our existing resources in

smarter, more efficient and more effective ways.
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The threats are dauntin¥etwe need to be interconnected
Our organizations- whether in the public or private sector

absolutelymust be engagewith the rest ofthe world at every

level.

TRAVEL

The most obvious manifestation of globalization is the ease with
which we can travellravelers fuel every natids economic

growth, and the United States i1s no exception.

The volume of visitors to the U.S. is growing by nedrly
percenteach year, and each overseas visitor spends roughly
$4,500 According to the U.S. Travel Association, for every 33

overseas travelers, one new American job is created.
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CBP mspects nearlyne million travelers each dag they enter

the United States. Th'ata22 percent increase from 2009

Approximately 30percent-- almost 10thillion a year-- ofthese

travelers arrive via commercial aviation.

CBP has developed and strategically deployed resources to
detect, assess and, if necessary, mitigate the risk posed by

travelers throughout the international travel continuum.

Most recently, CBP and its foreign counterparts hfaved
unprecedentettavel-relatedhallenges: the public health risks
posed by the Ebola virus in West Africa and the threat posed by

“foreign fighters returning from the Middle East.
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The World Bank estimates that tEbola crisis will generate

costs 0f$32.6 billiongloballyby the end 0of2015.

To prevent the Ebola virus from gaining a foothold in this

country, CBP mitiate@¢nhanced screenmg passengers

traveling from affected countries in West Africa.

We partnered with CDC ditve airportsacross the country (JFK,
Chicago, Dulles, Newark, and Atlanta) to ensure enhanced
screening capacities are available at the airports receiving the

majority of passengers from these countries.

The screening process consists @faed approachftargeting,

enhanced surveillance, and questioning of travelers with a travel

nexus to the affected regions.
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In the realm of moréman-mad® threats, lie United Nations
has warned in a new report that terror groups in Syria and Iraq

are recruitingforeign fighters on an unprecedented scale.

The 9/11 attacks represented a terrorist organization that had a

relatively simple command and control structure.

In the wake ofthe elimination or capture of core al-Qaeda
members, we are now seeing al-Qaeda affiiatedherents and

groups—such as ISIS-that even al-Qaeda has renounced.

The U.N. estimates thd6.000 radicals from more than 80

nationsare believed to have traveledltaq or Syriato join the
extremists— andthatabout 20-25 percent come from Western
countries, including Western Europe, the United States, and

Australia.
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These foreign fighters are learning battlefield skills and terrorist
tradecraft- and many ofthem are being encouraged to bring

those skills and tradecraft back to their home countries.

Ofthe numerous insurgent groups active in Iraq, of particular
concern is the Islamic State ofIraq and al-Sham, or ISIS, also
known as the Islamic State ofIraq and the Levant, or ISIL. They
focus on consolidating territory in the Middle East region to

establish their own Islamic State.

In response to the potential threat posed by ISIL and other

terrorist groups, CBP is continually re fining quk-based

strategy and layered approach to secueikyending our borders

outward andfocusing our resources on the greatest risks to

mterdict threats before they reach the United States.
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The large number of Western foreign fighters who have traveled
to the Middle East region demonstrates the needréater

cooperation with our allies to jointly mitigate the foreign fighter

ris k.

CBP _is uniquely positioned to foster information shaang to

illuminate networksand*“bad actors associated with the Syrian

Civil war and insurgencies in Iraq.

The United Nations Security Council recently adopted
Resolution 2178 which requires states to take specific,
concrete steps to clamp down on the movement of foreign

fighters from and through their territories.
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This makes international collaboration more critical than ever

we must share information in ordercdonnect the dots

The best means we have to disrupt and deter terrorists from
boarding flights to the United States i1s ®reclearance

program.

Preclearance provides CBP with the best means ofidentifying
and addressing threats at the earliest possible point. By
strategically placing CBP personnel overseas to pre-clear
travelers before they board flights to the United States,

preclearance helps CBP disrupt and deter terrorists.

In FY14, CBPpre-cleared approximately 17.5 million of the
more than 106 million total CBP processed in the dmavel

environment.
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Beginning in 2015, the United States intends to enter into
negotiations to expand air preclearance operations to new
locations— with the goal of pre-clearing 33 percent of all U.S.-
bound air travelers by 2024 launching two new preclearance

locations annually over the next decade.

As part of transforming its business, CBP really listened to
travelers. We heard their complamtabout wait times, about
being too tired and too busy to navigate through the necessary

security apparatus that sprang up in the post-9/11 environment.

So we looked to new, innovative technologies to kelpp the
traveling public moving-safely and securelythrough

increasingly busy airports.
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CBP’s Trusted Traveler programsuch as Global Entry,
NEXUS and SENTR¥ along withAutomated Passport Control
and mobile mspectionsare excellent examples ofir business

transformation.

Global Entry — CBP’s signature Trusted Traveler program

enablesour officers to spenlktss time on low-risk travelers and

more on time focusing on travelers who pose a higher risk

whether the risk is health-related or a nexus to termorism or

smuggling.

Global Entry— which allows for the expedited clearance of pre-
approved, low-risk air passengers into the United Stalkets
members use automated kiosks at designated airports to bypass

regular passport control queues.
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For Global Entry, travelers who successfully undergo a
background screening and pay a one-time fee enjoy expedited
clearance upon arriving at dozens of international airports in the

United States.

Within the U.S., Global Entry members are eligible to expedite
their domestic travels by using TSsAPreCheck trusted traveler

screening lines.

The Global Entry program also benefits CBP and participating
foreign governments by allowing them to focus efforts on
potentially higher risk air travelers, thereby facilitating the
movement of trusted travelers in a more efficient and effective

manncr.
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Membership in Global Entry now exceeds 1.6 million members,

and we expect to top the 2 million mark sometime in 2015.

The average processing time is approximately one minute.
Global Entry is operational at 42 U.S. airports and 11
Preclearance locationsincluding three here in Canada:

Toronto, Ottawa, and Vancouver.

This widespread deployment throughout the U.S. and Canada

means thaGlobal Entry is available at airports serving more

than 99% ofthe international traveling public

To date, the Global Entry kiosks have been used more than 11

million times, equating to gavings ofover 184.000 inspectional

officer hours
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We are promoting greater enrollment, and working with foreign
partners to identify frequent international travelers who may

qualify forthe program.

Automated Passport Control- or APC—is anothergreat

example of how CBP 1s improving the way we do business.

APC has tremendous advantages for busy travelers. It
streamlines imspection, increases efficiency, and shortens wait

times for faster processing.

It does not require pre-registration, background screening, or a
fee.
Just a quick note...

In this digital, wireless agpersonal privacy is very importatut

CBP.
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APCsdo not store any personal mformatidassport
information and touch-screen answers to the questions on the
Customs Declaration are transmitted directly to CBP using

secure encryption.

If travelers prefer to fill out the Customs Declaration form by

hand, they can give it to a CBP officer for shredding.

In fact, travelers can usAPCs asindividuals—or as a family

unit if members ofthe group allreside at the same address.

That“customer choic¢is important: Just as smart businesses

understand the diversity of desires that characterize their
customer basd BP recognizes that not everyone wants or needs

to be inspected in the same way.
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AP C kiosks are currently operational at 22 airports and even
more are in the planning stages. On average, 40 percent of the
travelers at airports equipped with APC kiosks use them,
resulting in a 20- 40 percent reduction in wait times in APC-

equipped airports.

How does something like APffanslate into economic bene fits

With more than 33 million arrivals m 20130& Angeles

International Airports one ofthe busiest airports in the world.

Indeed,LAX is the gateway to Southern Californtawhich

happens to be the wotkdsixth largest economy!

Pagel80f43

CBP FOIA 005543

Page 222 of 1652



24 C2 CIBM Remarks - OPA Final.docx <extracted> for Printed Item: 1020 ( Attachment 24 of 53)

Thats why it is critically important to facilitate the entry of the
millions of visitors who make such important contributions to
the California economy and to thenation’s economy. APC

plays an essential part in achieving that goal.

APC became operational at LAX this past summer, and we are

really excited about how much ofa positive impact it has had.

At Terminal § we mstalledl0 AP C kiosksprovided by the

Vancouver AirportWe’ve seen a 25 percent decrease in the
overall Average Wait Time from 27.8 minutes to 20.9

minutes.

At the Tom Bradley terminglwhere we havd0 AP C kiosks-

supplied by SITA- we’ve witnessed similar success: about 20
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percent of arriving passengers were processed via APCs, with an

overall 5 minute reduction in average wait times.

And we are taking passport control into the mobile realm, as
well. Mobile Passport Control or MPC, is a CBP-authorized

smartphone or tabl¢app’ now being piloted in Atlanta.

MPC expedites the entry process for U.S. citizens and Canadian
visitors by providing an efficient, secure process through’€ BP

primary inspection area.

Like APC, the MPC apfirces CBP officers from performing

administrative tasks., enabling them to focus more on higher-risk

travelers.
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MPC is a business transformation initiative in partnership with

the Airports Council InternationalNorth America (ACI-NA).

And I amproud to report that CBP recently received‘tBest

Immigration and Arrivals Initiativé awardfor its MPC app at

the 4" Annual Future Travel Experience Global2014 event in

Las Vegas.

CBP was one of 9 organizationsndthe only Federalageney

to receive an award, which recognizes innovative, ambitious,

and effective initiatives and organizations.

I won’t elaborate further on Mobile Passport Control, because
you will be hearing much more about that from Dan Tanoiar
CBP’s Office of Field Operationduring the next panel

discussion.
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While CBP prides itself on facilitating lawful travel, make no

mistake that we are ever-vigilant for those whomatwelcome

Through direct networks with commercial airlines and
connections t€ BP officers overseas as part of the Immigration
Advisory Program (IAP), CBRB National Targeting Center is
able to issue no-board recommendations to the airline to keep
suspeatd high-risk passengers from traveling to the United

States.

In addition to vetting mbound flights for high-risk travelers, we also

identify travelers who warranutbound ins pe ction.
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CBP compares outbound manifest information that we receive in
advance to law enforcement databases arddNh&'ly” List, as well
as databases ofsubjects ofactive currency, narcotics and weapons

mvestigations.

CBP’s National Targeting Centeranalyzes each travelsmrisk
before departure to identify possible matches to the U.S.
Governmens consolidated terrorist watch-list, Interpol lost and
stolen passports, criminal activity, fraud, and other mala fide

travelers, including U.S. citizens.

As soon as passenger information becomes available prior to
departure, CBP and the Transportation Security Administration be gin

the screening and vetting processes.
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A great example ofthe success ofthis screening came in May 2010
when CBP officers arrested Faisal SHAZAD [} Shah ZAD]
as the suspectin the Times Square car bomtShlmtzadvas

attempting to escape on a flight destined to Duba..

Another example of our outbound targeting effectiveness was the
arrest oNajibullahZazi[NAH-zh+BOOdah ZAH -zee], who
plotted an attack against the New York City subway system in

September 2009.

In this case, CBRB databases led to the identification of twdaHdTs
previously unknown co-conspirators. One pled guilty in April 2010

and the other was found guilty m May 2012.
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Also, n October 2009, CBP outbound targeting identified David
Coleman Headley, who was arrested and pled guilty to plotting

attacks m Copenhagen and for activities supporting the November

2008 attacks m Mumbai, India.

Based upon the types othreatsitis critical to know when a

traveler arrives and departs the couttdrgnsure compliance

with the terms of admission.

CBP’s Entry/Exit strategy addresses this need.

In essence, exit data goes to the core of the integrity of the

immigration and border management system.
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Through the FY13 and FY14 appropriations, the Entry/Exit
mission transitioned to CBP, and we take this mission very

seriously.

CBP’s Entry/Exit Transformation Office or EXT — leadsthe

multi-layered exit strategghatincludes three core pillars:

» close the gaps and enharhke current biographic and
biometric entry-exit system;

» perform targeted biometric operations;

» transform the entry/exit process through the use of

emerging biometric technologies.

CBP currently has an effective, biographic-based exit recording
system in the air and sea environments, and at the northern land

border.
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CBP receives biographic exit data on nearly 100% of departing
air and sea travelers. Commercial carriers provide this data via

electronic passenger manifests.

With this data, CBP closes out an individsattavel record to
better identify those who have overstayed their period of

admission and subsequently takes appropriate action.

In response to the Congressional requirement to develop a
comprehensivbiometricexit system, EXT will evaluate
existing entry/exit operational processes, test and evaluate

biometric technologies, andtimately select and ntegrate

viable solutions into CBP operational environments
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Currently, CBP captures biometrics such as fingerprints and a

photograph on foreign travelers who arrive ata US port of entry.

Over the last decadBHS has learned through various pilots
that the nationwide deployment of a fully operational biometric
exit program poses a complex challenge due to infrastructure,

staffing, technology integration, and funding issues.

To address this challeng€ BP has partnered with the DHS
Science and Technology Directord%&T) on the Air Entry-
Exit Reengineering prograto develop effective concepts for

the collection of biometric information in the air environment.

S &T, with assistance from CBP, will spend the next 8-12

monthstesting various operational scenamos test facilitythat

cover both the arrival into and departure from the United States
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These tests willallow CBP and S&T to identify which biometric
solutions have the most potential in a live environment to meet

the mission.

In late-2015, S&T will take biometric exit to the next level by

deploving a biometric exit solution set to one ofour topl0 air

ports of entry.

Based upon successful completion ofthe operational test and the
availability of funding, CBP will expand the exit solution to the

remaining top nine air ports of entry.

EXT will also implementargetednobile experimentsn FY

2015. This includes a pedestrian exit test at one land port of
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entry along the Southwest border to capture biographic
entry/exit data on all travelers and biometrics on foreign

travelers during the experiment.

EXT will also conduct a targetd@iometric Exit Mobile Air

Experimer at one airport, which mclud€sBP outbound
inspection teams using a handheld mobile device to create

biometrically-confirmed exit records on foreign travelers.

After an evaluation- and based upon fundingCBP will lead
the transformation of entry/exit operations through the
application oftechnology, optimized processes, and enhanced

entry/exit matching capabilities.
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Ultimately, CBP will implement a biometric exit system that
enhances security, controls costs, minimizes the impact to
travelers, safeguards privacy, and delivers to the American

people.

TRADE

On the trade side of the equation, the challenges are similar:

what are the best ways keep cargo movingyithout

compromising safety and border security?

As with the travel industry, the stakes are enormous in the trade

environment.
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In 2015, global commerce is projected to be worth more than
$300 billion.CBP processed more than $2.3 trillion in trade and

nearly 25 million cargo containers in Fiscal Year 2013.

Terrorists have shown that they will stop at nothing to smuggle
dangerous substances in seemingly innocuous products
witness the explosives packed into printer ink cartridges a few

years ago.

CBP has long been at the forefront of efforts to secure the global
supply chamn, and our flagship initiative GSTPAT — our

Customs-Trade Partners hipAgainst Te rroris m.

Launched in November 2001, C-TPAT hmsarly 11,000

membersand serves as a model international cutoms and

the business community.
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CBP is harmonizing C-TP AT with other countrfi€ Authorized
Economic Operatdrtrusted trader programs, signing mutual
recognition arrangements (MR Awjth ninenations:Canada,

New Zealand, Jordan, Japan, South Korea, the European Union,

Taiwan,Israel and, most recently Mexico.

As of November 1, the C-TPAT program has completed more

than26.200 validations in over 109 countries

Through theAutomated Commercial Environment (ACE),
CBP is transforming this process so that it reduces costs and

increases predictability fdrothmmporters and exporters.

This system will process all entries beginning in November

2015, and the system will Helly implemented in 2016
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This aligns with President ObafsaFebruary Executive Order

creating a‘Single Window for businesses to electronically

transmit the data required by the U.S. government to import or

export cargo.

The Border Interagency Executive Council (BIE@) by
Deputy SecretarplejandroMayorkas is coordinating dozens

of agencies equities in this process.

CBP also recognizes thednsistency at Ameriéa 329 portof
entry is crucial for businesses who demand fast, efficient access

to information that affects their bottom lines.
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The 10Centers of Excellent and Expertisellow companies
that participate in our trusted trader programs to have one central

point of contact for all of their customs inquiries.

While all 10 ofthese Centers are already up and running, we are
quickly expanding their operations. In the coming months, some
ofthe Centers will be processing the entire industentry

summary activity.

CBP established the centers after extensive exchanges ofideas
with the Commercial Operations Advisory Committees well

as careful concept testing and validation both within CBP and
the broader trade community. The account-based approach lets
us better leverage the vast array of skill sets among our
employees, and it provides businesses with greater predictability

— truly a win-win for CBP and its trade stakeholders.
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GLOBAL CHALLENGE

Government agencies are often criticized for being behind the
curve, unable to keep up with new technologies and new ways

of applying them.

CBP wants to shatter that stereotype fact, we want to be able
to ask you how your industries plan to keep up with us and our

vision.

CBP has successfully engaged private entities in a series of
public-private partnerships thanable us to demonstrate our
commitment to contributing to economic growth while

enhancing border security.
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Those partnerships have grown out of candid conversations with
CBP’s stakeholdersf every stripe- with airports,seaports,

trade and travel associatiomanid other law enforcement entities.

We need to kick-start more ofthese types of important
conversationsvith stakeholders- and especially with
technology innovatorsvho need to see CBP as not only a

potential customer, but as a partner.

One thing has become cle@&BP is notand should not bm the

business of second-guessthg experts.

Take Automated Passport Control, for example. Instead of
mandating what kiosks airports should buy, we set the standards

and letthe marketplace decide what to procure.
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Thinking outside the box is how CBP took APC from nothing to

31 awrport terminals in just 20 months.

In 1900, the most cutting-edge aviation technology was the
zeppelin. One hundred years latgnst a few generationsthe

first crew took up residence on the International Space Station.

Remarkable? Yes and now ponder this: 90 percent of the

world’s data was created in just the past two years.

The democratization of computing poweand, therefore,
information power over the past 20 years has created an
overwhelming amount of raw, unstructured, and underleveraged

data.
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CBP recognizes this shift, and we are committed to embracing
new ways ofaccessing, managing, storing, and using data to
achieve our dual mission of trade and travel facilitation and

border security.

Cloud technologiesfor examplebenefitcustoms organizations
in two critical ways
» they enable the organization to capture the vast amounts of
information that these organizations generate throughout a
given period oftime and across vast geographic distances;
and
» theyenable the organization to make that information
available real-time and for a variety of purposes without the

constraints of time difference or distance.
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Becausd’BP is focused oanabling the movement of le gitimate
travel and trade while preventing illicit movements across
borders that span thousands of miles and support millions of
people and conveyancesg rely on information a¥HE
cornerstonan monitoring the progress every individual and

conveyance crossing our borders.

Cloud technologies have the potential to re volutiofiiBP’s

work by enablingis to capture and move information across the
vast array of operations spanning the bordemd that lets us
deliver the highest caliber of service to the people and
commodities moving throughurports of entrywithout

compromising security.
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Similarly, there is a fundamental shift in the wayg
communicate .Peopleare moving away from static websites,
email and voice communications gmikteadthey are
gravitating tosocial platforms such as Twitter, Facebook, and

Google+. CBP has fully embraced these changes.

The relentless pace of globalization means that we can no longer

afford to react to changewe have to stay atleast one step

ahead ofit

And we need/our input, vour ideas., and vour technological

prowessto do it.

From lone-wolf operatives to transnational criminal

organizations, the interlocking and overlapping webs ofillicit

Paged4l 0f43

CBP FOIA 005566

Page 245 of 1652



24 C2 CIBM Remarks - OPA Final.docx <extracted> for Printed Item: 1020 ( Attachment 24 of 53)

activities can be exposed and disrupted only through cooperation
with our foreign and domestic law enforcement and mtelligence

community partnerand with the judicious application of private

mdustrie$ technological prowess your prowess- as

innovators and visionaHes

To that end CBP plans to host an Innovation Confe re nceto
bring together the best minds in both the public and private

sector.

CBP’s Office of Technology Innovation and Acquisition
(OTIA) 1s going to play &ey role in that effort. Now in its
fourth year as a CBP component, OTIA i1s at the forefront of

figuring out how to incorporate technology into our operations.
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[ am proud to note that members of OTdperational

Integration and Analysis Directorate were recognized last month
aswinners of DHS Secretary Jeh Johnso’m award for

excellence OTIAled a multi-agency task force thamgaged

with the Defense Department to identify surplus tactical
aerostats that can be deployed in the Rio Grande Valley in

Texas

Border Patrol agents haveported that the aerostats have
provided excellent situational awareness and are effective
deterrents to illegal activity. Th'atjust one example ofthe
pivotal part that OTIA plays in CBP efforts to inspire and

maintain a culture of nnovation.
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In closing,let me emphasizgour importance in CBP’s

mission success. We know that international engagement is
essential tdoth border securitand economic vitality, and we
are eager to explore hoywur expertisecan help us achiewveur
vision, our commitmentto being a top-tier law enforcement

agency.

I look forward to working with you. Thank you.
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